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Abstract- Due to tremendous growth of usage of computer and Internet, the human has entered into an era where
there is huge amount of information which is valuable and this information enter into their life via internet. No doubt
that this kind of information, makes people’s life faster and more convenient; on the other hand, various kinds of
harmful contents are flooding the Internet, such as viruses, junk mails and so on, which do great harm not only to the
individual but also to the whole society. Firewalls and intrusion detection systems are t
important tools that are used to provide security. Firewall acts as first line of Defense agai
monitor network traffic in order to prevent unauthorized access. Although firewall ca
they cannot be entirely depended to provide security. Intrusion detection system (IDS) rity gaps and
strengthens security of a network by analyzing the network assets for anomalous b i i
detection with prevention by Intrusion Detection and Prevention Systems (IDP$S
advanced level by protecting the network against mischievous activities .In_thi
network security tools which includes firewalls and intrusion detection sys
well as their importance in network security [5].
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1. INTRODUCTION

There are many different types of devices and mechani
approach of defense so that if an attacker is fge r layer stands in the way to protect the
network. Two of the most popular and signifigant t ure networks are firewalls and intrusion detection
systems. The rudimentary functionality‘ a fi etwork traffic for the purpose of preventing
unauthorized access between computer netwi
In this paper, we will examine the use of
architecture behind these technologies, We wil

e two important
ions, shortcomings as

rity environment to provide a layered

ion detection systems, as well as understand the
k indications and the countermeasures that should be
arch paper describes the importance of firewall and
y network security administrator’s defense plan. We
urity®® network in organization efficiently. We will also discuss about
n system to detect and prevent network attacks and create a secure
mission of files could be useful for us [10]. Due to large number of
ecome more important elements for defense than ever for any kind of

the usability of firewall wi
architecture for the organiz
threats of network att

intrusion events ly detection is not enough to block the intruders from attacking the networks
which brought i i i
to the admi k them instantly.

The number of people connecting to the Internet is increasing very rapidly. The ease of use and the connectivity the
Internet provides is highly useful but the risks involved and malicious intrusions are also increasing day by day.
Exploitation of computer networks is getting more common. It is completely critical for business organization as
well as individuals to protect their data from serious threats that would aim to steal their information. There are
many security solutions available in the market. Some of them are like Firewall, Intrusion Detection System (IDS)
which are explained below.

2.1 Firewall

A firewall is a device installed between the internal network of an organization and the rest of the network. It is
designed to forward some packets and filter others. For example, a firewall may filter all incoming packets destined
for a specific host or a specific server such as HTTP or it can be used to deny access to a specific host or a service in
the organization [3]. The following image depicts a firewall installation in the network.
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Fig. 2.1 Working of Firewall
Firewalls are a set of tools that monitors the flow of traffic between networks. Place etworkalevel and
working closely with a router, it filters all network packets to determine whether or n for themPtowards

their destinations.
2.2 Working Architecture

A firewall is often installed away from the rest of the network so that no in
network resource. If it is configured properly, systems on one side of the

» A firewall can allow any traffic except what is specified as restricte
the source, the destination addresses, and the ports.

» A firewall can deny any traffic that does not meet t
the firewall operates.

» The type of criteria used to determine
another.

» A firewall may be concerned with the ty

» A firewall may also use compleX“rules
should be allowed through.

2.3 Firewalls Pros and Cons

Every security device has advantages an@ disadvantages,andficewalls are no different. If we applied strict defensive
mechanisms into our network t i breach,&then it might be possible that even our legitimate
communication could malfunction, llow 'entire protocol communications into our network, then it can be
easily hacked by malicio should maintain a balance between strictly-coupled and loosely-
coupled functionalities.

The way a firew; rotection relies on the firewall itself, and on the policies that are configured on
it. The main fire i ailable today are:

2.5 Hardw

A hard eferred when a firewall is required on more than one machine. Hardware firewall provides
an addition urity to the physical network. The disadvantage of this approach is that if one firewall is

compromised, machines that it serves are vulnerable.

2.6 Software Firewall

A software firewall is a second layer of security and secures the network from malware, worms and viruses, and
email attachments. It looks like any other program and can be customized based on network requirements. Software
firewall can be customized to include antivirus programs and to block sites and images.

2.7 Packet-Filtering Firewall

Packet-Filtering firewall filters at the network or transport layer. It provides network security by filtering network
communications based on the information contained in the TCP/IP header of each packet. The firewall examines
these headers and uses the information to decide whether to accept and route the packets along to their destinations
or deny the packet by dropping them. A Packet-Filter firewall is a router that uses a filtering table to decide which
packets must be discarded.
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2.8 Proxy Firewall

The Packet-Filter firewall is based on information available in the network and transport layer header. However,
sometimes we need to filter a message based on the information available in the message itself (at the application
layer). For example, assume that an organization only allows those users who have previously established business
relations with the company, then access to other users must be blocked.

3. INTRUSION DETECTION SYSTEM

Intrusion Detection (ID) is the process of monitoring for and identifying attempted unauthorized system access or
manipulation. An ID system gathers and analyzes information from diverse areas within a computer or a network to
identify possible security breaches which include both intrusions (attack from outside the organization) and misuse

(attack from within the organization).
A

\
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An Intrusion Detection System (IDS) is yet cher
inspects all the inbound and outbound neﬁ?rk i
an attack the system and acts as a security

3.1 Types of IDS

inistrator’s computer security arsenal. It
ntifies any suspicious pattern that may indicate
at take place in and out of the system [2].

For the purpose of dealing with IT, thege are four f IDS [6]
3.1.1 Network Intrusion Detecti (NIDS)
It is an independent platform_that ifi intru&ns by examining network traffic and monitors multiple hosts.

rk tap. In a NIDS, sensors are placed at choke points in the network
to monitor, often in t (DMZ) or at network borders. Sensors capture all network traffic and
analyze the content of i ckets for malicious traffic. An example of a NIDS is Snort.

modification password files, capability databases, Access control lists, etc.) and other host activities and
s usually consist of a software agent. Some application-based IDS are also part of this
a HIDS is OSSEC. Intrusion detection systems can also be system-specific using custom
tools and hone In the case of physical building security, IDS is defined as an alarm system designed to detect

unauthorized entry.
3.1.3 Perimeter Intrusion Detection System (PIDS)

Detects and pinpoints the location of intrusion attempts on perimeter fences of critical infrastructures. Using either
electronics or more advanced fiber optic cable technology fitted to the perimeter fence, the PIDS detects
disturbances on the fence, and if an intrusion is detected and deemed by the system as an intrusion attempt, an alarm
is triggered.

3.1.4 VM Based Intrusion Detection System (VMIDS)

It detects intrusions using virtual machine monitoring. By using this, we can deploy the Intrusion Detection System
with Virtual Machine Monitoring. It is the most recent type and it’s still under development. There’s no need for a
separate intrusion detection system since by using this, we can monitor the overall activities.
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4. COMPARISION WITH FIREWALL AND IDS

Though they both relate to network security, an intrusion detection system (IDS) differs from a firewall in that a
firewall looks outwardly for intrusions in order to stop them from happening. Firewalls limit access between
networks to prevent intrusion and do not signal an attack from inside the network. An IDS evaluates a suspected
intrusion once it has taken place and signals an alarm [7]. An IDS also watches for attacks that originate from within
a system. This is traditionally achieved by examining network communications, identifying heuristics and patterns
(often known as signatures) of common computer attacks, and taking action to alert operators [8]. A system that
terminates connections is called an intrusion prevention system, and is another form of an application layer firewall.

CONCLUSION

In this paper, we provided an in-depth overview of firewalls and IDS, and their roles in protecting the corporate
network. There are four main types of firewalls: packet-filters, application gateways, circui gateways, and
other firewalls. Though some have predicted the end of the firewall, its strategic location i
indispensable tool for protecting assets. Good security practices dictate that firewalls s
any two networks of differing security requirements.

This paper illustrates the importance of IDS and its various types. IDS monitor hg

purely as monitoring and detection devices or it can participate as an inli
weaknesses are the high number of false-positives and the maintenance e
and fine-tuned.
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